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Cyber Security

• Security
• Safety

• Confidentiality
• Integrity
• Availability

• Data privacy
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Cyber Security – current situation

• The overall situation is getting worse
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IoT in the Water Sector

• IoT in the facilities
• IoT in public areas
• IoT in the private sphere of customers
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Special challenges in the IoT

• Lack of awareness
• Up-to-dateness of the software
• Software dependencies
• Often part of the critical infrastructure
• Shortage of skilled staff
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=> Checklist



Threats to cyber security

• Force majeure
• Organisational shortcomings
• Human error
• Technical failure
• Deliberate acts
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Better Cyber Security

8

Framework for cyber security management

Typical IT 
components

Typical
business

processes and 
applications

Typical
hazards, black

spots, risks

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/IT-
Grundschutz/it-grundschutz_node.html



Example
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.pdf



What to do?

• Build a security
policy, a security
concept and a CISO

• Establish a security
process

10BSI – German Federal Office for Information Security
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